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Linear algebra with complex numbers

• Matrix multiplication
- Eigenvectors
- Eigenvalues

• Complex conjugate, transpose, Hermitian conjugate

• Inner product

• Hermitian matrix
- real eigenvalues, orthogonal eigenvectors

• Unitary matrix
- orthog. eigenvectors, eigenvalues are phases
- preserves length of vector

• Dirac notation



Bluff your way in quantum physics

• Quantum state is unit-length vector in Hilbert space
- contains all physical information

- one dimension per "basic" classical state 

- denoted as  ∣parameters⟩

• Observable: Hermitian operator
- eigenvalues λi = possible measurement outcomes

- basis of orthonormal eigenvectors  ∣λi⟩

• "Superpositions", e.g.  ∣ψ⟩ = ( ∣0⟩+∣1⟩ )/√2 

• Measurement of A projects state onto eigenstate of A
- non-deterministic:    Prob[outcome λ]  =   | ⟨λ∣ψ⟩ |2.

- destruction of state information!

• Evolution is unitary operator
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With  his  rectilinear  logic,  Dirac  named  each  part  of  the 
bracket after its first and last three letters, bra and ket, new 
words that took several years to reach the dictionaries, leaving 
thousands of non-English speaking physicists wondering why 
a  mathematical  symbol  in  quantum  mechanics  had  been 
named after an item of lingerie. They were not the only ones 
to be flummoxed. A decade later, after an evening meal in St 
John’s, Dirac was listening to dons reflecting on the pleasures 
of coining a new word, and, during a lull in the conversation, 
piped up with four words: I invented the bra.

-- From The strangest man by G. Farmelo

Paul  
Dirac
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Example: Polarisation of light

Oscillation of electric field 
- In general: elliptic
- Special case: linear

Classical effect.  
- Fraction (cos β)2 passes 

and becomes horizontal
- The rest is absorbed

Quantum 
- Two-dimensional state space. Hor:          Vert:
- Each photon individually has prob. (cos β)2 to pass 

after which it is projected to horizontal

- If it does not pass it is absorbed

Solution of Exercise 11.4

The Hadamard matrix is H = 1p
2

✓
1 1
1 �1

◆
. It is easily checked that H†H = 1 and HH† = 1.

Solution of Exercise 11.5
One way to do this exercise is to write everything in the |0i, |1i basis and just do the matrix⇥vector
multiplications. Another way is to rewrite the Dirac representation of the Hadamard gate as

H = |0i h0|+ h1|p
2

+ |1i h0|� h1|p
2

= |0ih+|+ |1ih�|.

In this form the mapping of ‘+’ to ‘0’ and ‘�’ to ‘1’ are directly visible.

Solution of Exercise 11.6
The state after applying the Hadamard gates is

| i = (H|0i)⌦ (H|0i) = |0i+ |1ip
2

⌦ |0i+ |1ip
2

=
|00i+ |01i+ |10i+ |11i

2
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|xi,

where in our case the number of qubits is n = 2. If we do a measurement in the logical basis,
the possible outcomes are the integers x0 2 {0, . . . , 2n � 1} (or, equivalently interpreted, the
corresponding binary strings). The probability of measuring some given x0 is
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We see that every logical value is equally probable.

Bagger

h0|�i = (1 0)

✓
cos�

sin�

◆
= cos� (12.35)
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Horizontal polariser; incoming light with 
linear polarisation under angle β

Solution of Exercise 8.11
a 2 R. The prob. of getting �

z

= �1 is |h�
z

= �1| i|2 = |aeib|2 = |a|2|eib|2 = |a|2 = a2. If
�
z

! �1 occurs, then the state becomes |�
z

= �1i ⌘
�
0

1

�
.

Solution of Exercise 8.16
Is it possible to clone a known quantum state?
In general: Yes, you can make as many copies as you want (or have particles available). The
most easy case is where the known state is an eigenstate of an easy-to-implement measurement.
Another example is if the state can be created from such an eigenstate by an easy-to-implement
unitary operation.
For some complicated quantum systems it may happen that creating the desired state is techno-
logically di�cult. However, creating a known state is always possible in principle.

Solution of Exercise 11.3
Given is a state | i = c|0i+ d|1i.
(a)
A measurement of the logical state has possible outcomes ‘0’ (corresponding to the basis vector
|0i) and ‘1’ (corresponding to basis vector |1i). The probability of outcome ‘0’ is |h0| i|2 = |c|2.
The probability of outcome ‘1’ is |h1| i|2 = |d|2.
(b)
The state changes to | 0i = c|0i + ei'd|1i. E↵ectively d has changed to dei', not a↵ecting the
value |d|2. Thus, the probabilities found in question (a) do not change.
(c)
Still, a real change of the physical state has occurred: the relative phase between c and d has
changed. Measurements exist that can detect this change, e.g. a measurement corresponding to

the Hermitian matrix

✓
0 1
1 0

◆
.

Solution of Exercise 8.10
In general, if the spin state is | i ⌘

�
a

b

�
then the probability of measuring �

z

= +1 is given

by |h�
z

= +1| i|2 = |
�
1

0

�†�
a

b

�
|2 = |a|2 and similarly the prob. for getting �

z

= �1 out of the
measurement is |b|2.
If the starting state is |�

x

= +1i ⌘ 1p
2

�
1

1

�
then |a|2 = 1

2

and |b|2 = 1

2

. The same holds for starting
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x
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2

�
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�1

�
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�
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�
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We can conclude that whenever the spin points anywhere in the xy-plane, the probabilities of
�
z

= ±1 are 1

2

, 1

2

.

Any polarisation can be 
decomposed into hor.  
and vert. component.



Wootters+Zurek 1982, Dieks 1982

The no-cloning theorem

- Time evolution = unitary operator acting on state.

- There is no generic evolution operator U that achieves

U ∣ψ⟩ ⨂ ∣e⟩ = ∣ψ⟩ ⨂ ∣ψ⟩     for all  ∣ψ⟩

Executive summary for cryptographers: 
• measuring kills info 
• no cloning of unknown state
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Quantum Key Distribution

Key distribution for the truly paranoid
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What is achieved: 
- Alice and Bob generate a random shared key from scratch
- Eavesdropping gets detected
- Unconditional secrecy of key
- Requirement: authenticated classical channel

Quantum Key Distribution

How is this possible? 
- Ingenious use of quantum physics
‣ unpredictable outcome of measurements
‣ inbuilt tamper evidence

- ... and some classical crypto tricks
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The BB84 protocol  (Bennett + Brassard 1984)

Random basis.�
Random bit b.

basis b ψ
× 0 ⤡

× 1 ⤢

+ 0 ↔
+ 1 �

∣ψ⟩ Random basis.�
Measure b'.

repeat �
n times

all basis choicesKeep events with equal basis: �
 subset E.
Small random set S⊂E. E, S

b'S
Check if bS ≈ b'S.

Shared secret bE\S ≈ b'E\S.

•  Error correction
•  Privacy amplification
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BB84: what it achieves

Initial situation

• short initial key for MAC

After running the protocol

• arbitrarily long key

• unconditional security

• tampering gets detected
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9.1. THE BB84 PROTOCOL 89

Alice’s state ⇤ ⇤ � � ⇧⌃ ⇧⌃ ⌥⌅ ⌥⌅
Eve’s basis + � + � + � + �
Eve’s outcome ⇤ ⇧⌃ or⌥⌅ � ⇧⌃ or⌥⌅ ⇤ or � ⇧⌃ ⇤ or � ⌥⌅
Bob’s basis + + + + � � � �
Bob’s outcome 0 0 or 1 1 0 or 1 0 or 1 0 0 or 1 1

Table 9.2: Possible events occurring when Alice and Bob choose the same basis and Eve does an
intercept-resend attack. Where there are two possibilities listed, the probabilities are 1/2. Whenever
Eve guesses the correct basis, she does not disturb the photon and learns its state. Whenever she
guesses wrong, Bob has a 50% probability of getting the wrong outcome.

There exist more sophisticated attacks, of the intercept-resend type but also on several photons
simultaneously. BB84 has been proven secure against all possible attacks. (There are various
proof methods. They are too complicated for these lecture notes.)
They key is information-theoretically (unconditionally secure). No computational assumptions
underlie the security. There is only the assumption that the laws of physics as we know them are
correct.
Eve’s knowledge about the key can be made arbitrarily small by increasing the compression ratio
of the privacy amplification step. (This means discarding more bits.)

9.1.4 Remarks about quantum key distribution

• Alice and Bob have an authenticated classical channel. In practice this is achieved by starting
out with a (short) secret MAC key. But wait a minute ..., isn’t that cheating? The whole
point of the exercise was to derive a secret key, and now it turns out that they already start
with a secret key! No, it is not cheating: At the beginning they have a short key, and they
use the BB84 protocol to make it arbitrarily long.

• After step 5, the situation is very similar to to Fuzzy Extractors and the satellite scenario of
Chapter 4 (Key agreement from correlated randomness). The main di�erence is where the
correlated random bits come from, and what the properties of the channel are.

Intercept-resend attacks

Possible events occurring when Alice and Bob choose the same basis and Eve does an 
intercept-resend attack. 
- Where there are two possibilities listed (red columns), the probabilities are 1/2. 
- Whenever Eve guesses the correct basis, she does not disturb the photon and learns its state. 
- Whenever she guesses wrong, Bob has a 50% probability of getting the wrong outcome. 

Overall prob. of disturbing a bit: 25%
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QKD state of the art

• QKD range
- through fibre optic cable > 300 km
- through air (Canary islands)
- Earth to orbit > 600 km  

• Commercially available
- ID Quantique (Geneva)
- Quintessence (Australia)
- SmartQuantum (France)
- MagiQ (USA)
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QKD state of the art

[H. Chun et al 2017] 
Handheld free space quantum key distribution with dynamic motion compensation 
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Earth-to-orbit QKD

16 June 2017
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QUESS satellite, launched 2016
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