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Operations on qubits

• Unitary evolution
- reversible!
- no destruction of info allowed
- impossible to directly implement AND, OR, XOR, ...  

• What kind of gates are possible? Generic construction:
- #inputs = #outputs
- some inputs unmodified
- the unmodified inputs “control” the operation
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Single-qubit gates

Hadamard gate Phase gate

Chapter 10

Quantum computers

10.1 Operations on qubits: quantum gates

It is (in theory) possible to build a quantum computer based on the qubits introduced in Sec-
tion 8.5. The qubits provide the storage. What is needed apart from storage is (i) a method
of preparing qubits in a desired logical state; (ii) operations on single qubits independently; (iii)
logical operations on multiple qubits; (iv) a readout mechanism.
It has been shown with various physical implementations that a single qubit can be very well
controlled.1 Hence, state preparation and single-qubit manipulation are easy to achieve. Fur-
thermore, single-qubit readout in the ‘logical’ basis is a simple operation; by applying it to many
qubits independently one e�ectively achieves a multi-qubit readout in the logical basis.
The toughest engineering problem is to come up with the quantum equivalent of logical gates. In
order to do something nontrivial involving more than one qubit, the qubits have to ‘feel’ each other.
However, at the same time qubits have to be designed such that they preserve their quantum state
when they are not being accessed, i.e. they must not feel the outside world.
Let us for the moment assume that the engineering problems have been solved. What kind of op-
erations are possible? Remember that the evolution of a quantum system (without measurements
taking place) is described by a unitary operator acting on the state. One of the key properties of
unitary operators is that they are invertible: no information is lost, and any event can be reversed.
As an immediate consequence, some ordinary logical gates cannot be implemented. Consider for
instance the binary NAND gate. It has two binary inputs and one binary output. If the output
is 1, then it is not possible to uniquely reconstruct the input from the output. (The input could
have been 00 or 01 or 10.) If you want to implement an operation in a quantum computer, you
must take care that the information contained in the inputs is preserved. This severely limits the
construction of gates. Luckily, with some e�ort a complete set can be found which is capable of
performing the equivalent of all classical logical operations.

Example 10.1 Phase gate. The phase gate acts on a single qubit. It maps |0⇧ to |0⇧ and |1⇧
to ei�|1⇧, with � ⇤ R. The corresponding unitary operator and the matrix representation in the
logical basis are

|0⇧⌅0| + ei�|1⇧⌅1| ⇥
�

1 0
0 ei�

⇥
. (10.1)

Example 10.2 Hadamard gate. The Hadamard gate acts on a single qubit. It maps |0⇧ to
(|0⇧ + |1⇧)/

⌥
2 and |1⇧ to (|0⇧ � |1⇧)/

⌥
2. The corresponding unitary operator and the matrix

representation in the logical basis are

|0⇧+ |1⇧⌥
2

⌅0| +
|0⇧ � |1⇧⌥

2
⌅1| ⇥ 1⌥

2

�
1 1
1 �1

⇥
. (10.2)

1For instance, the direction of a single electron spin or nuclear spin can be controlled very precisely by applying
magnetic fields of the right direction for the right amount of time.
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can be said to be in a quantum superposition of horizontal and vertical polarization; this means it
is in both states simultaneously.
The relation between (8.12) and (8.11) is

ch =
1⌦
2

�
1 + cos 2� cos 2⇥ eiatg[tg� tg⇥]

cv =
1⌦
2

�
1 � cos 2� cos 2⇥ e�iatg[tg�/tg⇥] (8.13)

up to a global phase factor.

Exercise 8.6 Show that the 2nd line in (8.11) indeed follows from the 1st line.

Exercise 8.7 Check that (8.13) indeed satisfies |ch|2 + |cv|2 = 1.

Consider linearly polarized light with orientation ⇥ ⇧ (0, ⇧/2), falling on a filter that lets through
only horizontally polarized light. In the classical case, a fraction cos2 ⇥ of the light is transmitted
and the rest is absorbed.
In the single-photon case, we have a polarization state |⇥⌥ = cos ⇥|⌅⌥ + sin⇥|  ⌥. The filter
corresponds to a measurement of the projection operator Phor := |⌅⌥⌃⌅ | which selects only
the horizontal polarization. The eigenstates of Phor are |⌅⌥ and | ⌥, with eigenvalues 1 and 0
respectively. When we apply the rules of Section 8.2, we see that the measurement collapses the
state to |⌅⌥ with probability (cos⇥)2, and to | ⌥ with probability (sin⇥)2. Hence the photon
passes through the filter with probability cos2 ⇥ and gets absorbed with probability sin2 ⇥. It is
important to remark that it is impossible to predict which of these two events will occur! This is
not a limitation due to imprecise knowledge of the initial conditions. It is a fundamental fact of
quantum physics: even a perfectly detailed description of the initial conditions does not contain
any information about the outcome of the experiment. The outcome is a stochastic variable
generated ‘out of nowhere’. Quantum systems are perfect (one could in fact say the only) true
random number generators.
There is a neat correspondence between the microscopic (single-photon) and macroscopic case.
Consider one µW of visible light (⇤ = 500nm) hitting the filter for one microsecond; this corre-
sponds to some N⇤ = 107 photons. Each photon individually gets transmitted with probability
(cos ⇥)2. The total number of transmitted photons follows a binomial distribution. The expec-
tation value of the number of transmitted photons is N⇤ cos2 ⇥, i.e. on average a fraction cos2 ⇥
passes, just as in the classical case. The variance (⌃) is

�
N⇤ cos2 ⇥(1 � cos2 ⇥) = 1

2 sin 2⇥
�

N⇤ ⇤
N⇤. We see that even for such small amounts of light, there are so many photons involved that
the statistical deviations due to quantum e�ects are hardly noticeable.

8.5 Qubits

Let us abstract away from the physics for the moment. Given that there exist physical systems
with a two-dimensional Hilbert space (such as the electron spin), it should be possible to treat the
states as ‘bits’ in some sense. Operators such as ⌃z have two distinct eigenstates, which we could
interpret as a logical ‘0’ and ‘1’. We could for instance define |0⌥ = | + z⌥ and |1⌥ = | � z⌥ in the
case of electron spin. Such an interpretation of a two-state quantum system is called a quantum
bit, or qubit.
A qubit has some unusual properties compared to an ordinary bit. It can be prepared to be in a
combination of 0 and 1, called a superposition. We could for instance put a qubit in the state

|⌥⌥ = a|0⌥ + b|1⌥, (8.14)

with |a|2 + |b|2 = 1. A computation on a single qubit can be seen as a unitary operator U acting
on the state,

U |⌥⌥ = a · U |0⌥ + b · U |1⌥. (8.15)
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Two-qubit gates

Controlled NOT Controlled U
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Example 10.3 Controlled NOT gate (CNOT). The CNOT gate maps an input (x1, x2) to an
output (y1, y2) as follows. y1 = x1; y2 = x2 unless x1 = 1, in which case y2 = x2. In other words,
x1 controls whether the NOT operation is applied to x2. The truth table and the corresponding
unitary operator (both in Dirac notation and in the logical basis) are shown below.

x1 x2 y1 y2

0 0 0 0
0 1 0 1
1 0 1 1
1 1 1 0

|00 �00| + |01 �01| + |11 �10| + |10 �11| ⌅

⇤

⌥⇧

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

⌅

�⌃

Example 10.4 Controlled U gate. This operation acts on two qubits. The input bit x1 passes
unchanged. It controls whether the one-qubit unitary operation U is applied to input bit x2. The
corresponding operator is

|00 �00| + |01 �01| +
�
|1 ⇤ U |0 

⇥
�10| +

�
|1 ⇤ U |1 

⇥
�11|. (10.3)

If we write U in matrix form
�

u00 u01

u10 u11

⇥
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Question time

‘OR’

x1 x2

y2 = x1 OR x2y1 =x1

This is an OR operation with two-qubit output
- Is it reversible?
- Construct the truth table,  

the operator in Dirac notation  
and the 4x4 matrix

- Is the operator unitary? 
- Same questions for XOR 

5



Short review of RSA keys

• Private key
- prime factors p and q

- decryption exponent D

• Public key
- modulus N = pq

- encryption exponent E, with ED=1 mod φ(N) 
φ(N) = (p-1)(q-1)

Difficult to derive private from public key 
- Factoring is hard
- Finding φ(N) from N is equally hard
- You need φ(N) to derive D from E
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Shor’s algorithm (1996)

• State of the art without quantum computing
- general number field sieve
- #operations: exp(1.9 n1/3 [log n]2/3)  

• Shor’s algorithm
- classical part & quantum part
- quantum algorithm for finding period of function
- #operations: O(n2 [log n][log log n])

n = log N = #bits

7

Factorization



Factorization from period-finding

Given:
- a ∈ Z*N,
- the order r of a
- r is even
- ar/2+1≢0 mod N

factors of N follow!

Proposition:

8

ar − 1 ≡ 0 mod N

(ar/2 − 1) (ar/2 + 1) ≡ 0 mod N

cannot be 0 
(def. of order r)

given: not 0

And yet (ar/2 − 1) (ar/2 + 1) = kN

Ergo: (ar/2 − 1) mod N   contains factor p  
 and   (ar/2 + 1) mod N   contains factor q.

(or vice versa)



Classical part of Shor’s algorithm

10.2. THE SHOR ALGORITHM: FACTORING 93

such elements there are. Even when the factorization of N is not known, the gcd(x, N) is easily
computed using the Euclidean algorithm.
The period of a group element a ⌅ Z⇥N is defined as the smallest integer r that satisfies

ar ⇥ 1 mod N. (10.5)

(Fermat’s little theorem a�(N) ⇥ 1 mod N tells us that the order of a has to be a divisor of ⇤(N).
In particular, r ⇤ ⇤(N) < N .)
Suppose that we know the period of some a. How much does that tell us about the factors of N?
If r is even, (10.5) can be rewritten as

(ar/2 � 1)(ar/2 + 1) ⇥ 0 mod N. (10.6)

The factor (ar/2 � 1) cannot be a multiple of N , since then r/2 would be a smaller integer than r
with a... ⇥ 1. It is well possible that the factor (ar/2 + 1) is a multiple of N , but suppose that we
find an a for which this is not the case. Then (ar/2 � 1) and (ar/2 + 1) each carry di�erent
factors of N .
The classical part of Shor’s algorithm draws random elements of Z⇥N and invokes a quantum
computer to find the period; it does this until it has found some a with even period r such that
(ar/2 + 1) ⇧= 0 mod N . Then the above reasoning is applied to find nontrivial factors of N .
The quantum part of the algorithm is based on the Discrete Fourier Transform (DFT). First, a
superposition is prepared of a large number of integer inputs x. The function f(x) = ax mod N
is applied to all x simultaneously, yielding a superposition of all the f(x) values. Then the DFT
is applied to the ‘coordinate’ x. The result is a superposition of all the Fourier-transformed
coordinates k, with amplitudes proportional to the Fourier coe⇤cients f̃(k). A measurement of
the state will with high probability return a value of k that has a large Fourier coe⇤cient. From
this k the period of a is finally extracted. The procedure is probabilistic, so it has to be repeated
until a successful run occurs.

10.2.2 The classical part of the algorithm

1. Draw a random integer a < N .

2. If gcd(a, N) ⇧= 1 then you are amazingly lucky; you can find a nontrivial factor of N .

3. Use the quantum subroutine to find the period of a. (Denoted as r.)

4. If r is odd go back to step 1.

5. If ar/2 + 1 ⇥ 0 mod N go back to step 1.

6. gcd(ar/2 � 1, N) and gcd(ar/2 + 1, N) are factors of N .

10.2.3 The quantum part of the Shor algorithm

Determine Q = 2q such that N2 < Q < 2N2. Define ⇥ = exp i(2�/Q). There are two registers,
each consisting of q qubits.

1. Prepare the initial state

|�0⌃ =
1�
Q

Q�1�

x=0

|x⌃|0⌃. (10.7)

2. Apply the ‘quantum function’ f , with f(x) := ax mod N . This results in

|�1⌃ =
1�
Q

Q�1�

x=0

|x⌃|f(x)⌃. (10.8)
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Solution of Exercise 11.4

The Hadamard matrix is H = 1p
2

✓
1 1
1 �1

◆
. It is easily checked that H†H = 1 and HH† = 1.

Solution of Exercise 11.5
One way to do this exercise is to write everything in the |0i, |1i basis and just do the matrix⇥vector
multiplications. Another way is to rewrite the Dirac representation of the Hadamard gate as

H = |0i h0|+ h1|p
2

+ |1i h0|� h1|p
2

= |0ih+|+ |1ih�|.

In this form the mapping of ‘+’ to ‘0’ and ‘�’ to ‘1’ are directly visible.

Solution of Exercise 11.6
The state after applying the Hadamard gates is

| i = (H|0i)⌦ (H|0i) = |0i+ |1ip
2

⌦ |0i+ |1ip
2

=
|00i+ |01i+ |10i+ |11i

2
=

1p
2n

2

n�1X

x=0

|xi,

where in our case the number of qubits is n = 2. If we do a measurement in the logical basis,
the possible outcomes are the integers x0 2 {0, . . . , 2n � 1} (or, equivalently interpreted, the
corresponding binary strings). The probability of measuring some given x0 is

P
x

0 = |hx0| i|2 =

�����
1p
2n

2

n�1X

x=0

�
x,x

0

�����

2

=
1

2n
.

We see that every logical value is equally probable.

Bagger

h0|�i = (1 0)

✓
cos�

sin�

◆
= cos� (12.35)

! = exp(i
2⇡

Q
) !Q = 1 (12.36)

f̃(k) =
Q�1X

x=0

f(x)!�kx (12.37)

f(x) =
1

Q

Q�1X

k=0

f̃(k)!kx (12.38)
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Quantum part: period finding
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x, k 2 {0, · · · , Q� 1}

function f on finite discrete space
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x=0 x=Q-1



11

DFT is a basis transformation

Vector v expressed in the standard basis

Vector v expressed in the Fourier basis
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Discrete Fourier Transform, Dirac notation

same as ordinary DFT
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Fourier example #1

Wave

Has a sharp peak around Q/R
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Fourier example #2

Q/R not integer

: very large number!
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k

Q/R=910
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Quantum part of Shor's algorithm

112 CHAPTER 11. QUANTUM COMPUTERS

11.2.2 The classical part of the algorithm

1. Draw a random integer a < N .

2. If gcd(a,N) 6= 1 then you are amazingly lucky; you can find a nontrivial factor of N .

3. Use the quantum subroutine to find the period of a. (Denoted as r.)

4. If r is odd go back to step 1.

5. If ar/2 + 1 ⌘ 0 mod N go back to step 1.

6. gcd(ar/2 � 1, N) and gcd(ar/2 + 1, N) are factors of N .

11.2.3 The quantum part of the Shor algorithm

Determine Q = 2q such that N2 < Q < 2N2. Define ! = exp i(2⇡/Q), so that !Q = 1. There are
two registers, each consisting of q qubits.

1. Prepare the initial state

| 
0

i = 1p
Q

Q�1X

x=0

|xi|0i. (11.7)

2. Apply the ‘quantum function’ f , with f(x) := ax mod N . This results in

| 
1

i = 1p
Q

Q�1X

x=0

|xi|f(x)i. (11.8)

3. Apply the discrete Fourier transform to the first register. The unitary operator is

U
DFT

=
1p
Q

Q�1X

x,k=0

!�kx|kihx| (11.9)

and the resulting state is

| 
2

i = U
DFT

| 
1

i = 1

Q

Q�1X

k=0

|ki ⌦
Q�1X

x=0

!�kx|f(x)i. (11.10)

We have f(x+ r) = f(x), so lots of repetitions of f(x) occur in the x-sum. We can rewrite
the x-summation for any function g as

Q�1X

x=0

g(x) =
r�1X

y=0

j

max

(y)X

j=0

g(jr + y), (11.11)

with j
max

(y) := bQ�1�y

r

c. Hence the state (11.10) is equal to

| 
2

i = 1

Q

Q�1X

k=0

r�1X

y=0

!�ky

2

4
j

max

(y)X

j=0

!�jkr

3

5 |ki ⌦ |f(y)i. (11.12)

(Although r is unknown at this point, the equations still hold.)

Two registers of size q
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(Although r is unknown at this point, the equations still hold.)

Initial state
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Apply the function
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1
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(Although r is unknown at this point, the equations still hold.)

Measure 2nd register in standard basis

Measure first register in Fourier basis

1st register state: x has period r
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How to measure in the Fourier basis?

Apply this basis-change operation

and then measure in the standard basis.

(Coefficient     is moved from k-basis vector to standard 
basis vector.)
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What is the bottleneck in Shor's algorithm?

Implementation of

Repeated squarings, using efficient multiplication
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Quantum algorithms

Knowm algorithms 
• "Hidden subgroup"

- period finding (Shor)

- breaks RSA

- breaks discrete logs

• Grover
- find a special entry in a list of size N

- runtime O(√N) instead of O(N)

- Decoding
- only specific types of code

- HHL: linear system of equations, with constraint
- ....

http://math.nist.gov/quantum/zoo/

http://math.nist.gov/quantum/zoo/
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"Post-quantum" cryptography

Crypto that is secure even when attacked by quantum computers.

Asymmetric
• Avoid factoring and discrete logs
• Difficult problems from lattices / coding / ...
• Hash-based

Symmetric
• Much easier
• Double key length (because of Grover)
• ...
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Quantum cryptography

• Quantum Key Distribution

• Quantum Oblivious Transfer

• Quantum Key Recycling

• Unclonable Encryption

• Revocable Commitment

• Quantum public keys

• Quantum Readout of PUFs

• ....

Much easier than Quantum Computation!


