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Quantum Key Recycling 
with noise 



Outline 

•  Quantum Key Distribution (noiseless/noisy) 
•  Quantum Key Recycling (noiseless/noisy) 
•  8-state encoding 
•  Security proof 
•  Communication rate 



Cryptography using Quantum Mechanics 

•  Relies on two properties 
•  Destructive measurements 
•  No cloning theorem 

•  Exploited famously in 1984 with Quantum Key 
Distribution (BB84). 

•  Even before BB84, the idea of Quantum Key Recycling 
was introduced. 



Encoding bits into quantum states 

•  Classical information can be encoded into the polarization of a 
photon 

•  Alice encodes the bit in one of the 
two bases choses randomly. 

•  Bob measures in a random bases. 
•  Information is sent when they 

choose the same basis. 
•  An attacker doesn’t know which 

basis to measure in. 



Quantum Key Distribution (noiseless) 
  

  

  

  



Quantum key distribution (with noise) 

•  In the case of a noisy quantum channel two additional steps are needed. 
•  An Error Correction Code that deals with the amount of noise they are 

willing to accept. 
•  A Privacy Amplification step where they shorten there string such that all 

potentially leaked information is removed. 
•  Both steps are operations on the classical bit string. 



Quantum Key Recycling 

•    

  

  

  



Quantum Key Recycling (noiseless) 
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Quantum Key Recycling (with noise) 

  

  

  

Acc/rej 



Privacy Amplification 
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Qubit encodings 

•  4-state encoding: 

•  8-state encoding: 
•  Tetrahedron shape → bit vectors add 

up to zero 
•  Eve learns nothing about the message 

from a direct measurement on the qubit. 



Security proof 
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Induction argument 
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Conclusion 

•  The laws of quantum physics can be used to construct 
secure cryptographic protocols. 

•  8-state encoding improves the security of Quantum Key 
Recycling compared to 4-state encoding. 

•  Quantum Key Recycling allows the secure re-use of 
encryption keys up to noise levels of around 9%. 


